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$£78(Useful tips provided by Mega Bank Ningbo Branch):
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A. Accessing Online Banking — “Global Electronic Banking”
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Safely log on to Global Electronic Banking by entering the official homepage of Mega
International Commercial Bank — “https://www.megabank.com.tw” into your browser, or
bookmark the authentic website address for future use. Do not use a website address or
links attached in any suspicious e - mail or found through Internet search engines to log on
to Mega Bank’s Global Electronic Banking system.
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Ensure that no one is watching you while you key in your Global Electronic Banking
password, any bank services password (Personal Identification Number (PIN) inclusive),
log - on password, verification password, or any other sensitive information.
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Do not delegate multi - users to use the same set of Global Electronic Banking account or
password.
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Always log off your Global Electronic Banking online session. Do not just close your browser.
Follow the logoff instructions to ensure your protection.
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Staff of Mega Bank Ningbo Branch will never ask for your Global Electronic Banking user ID

1


mailto:nbobills@megaicbc.com

and password.
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Do not use a shared computer or electronic device that cannot be trusted for accessing
Global Electronic Banking services.
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Make sure your personal computer and electronic device have the most current anti - virus
software. Anti - virus software needs frequent updates to guard against new viruses. Make
sure you download anti - virus updates as soon as you are notified that a download is
available.
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Install a personal / corporate network firewall to help prevent unauthorized access to your
computer system, especially if you connect through a broadband connection, Wi - Fi,
network router, cable or DSL modem.
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Be aware of phony “look alike” websites which are designed to trick customers and collect
their personal / secret information. If you suspect a website is not what it purports to be,
leave the site immediately.

Do not follow any of the instructions it may present to you.
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Clear your browser's cache and history after each session to ensure your account
information is removed, especially if you are using a shared computer.
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Use the latest recommended Internet browser version, or one that supports 128 - bit
encryption. De - activate the "Auto Complete" function to prevent any log - on identity
name, password, verification code and PIN from being stored.
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Always ensure your operating system and browser has the latest security patches applied.
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Ensure the file sharing feature is disabled in your operating system while online, particularly
if you are linked to the Internet through a cable, DSL modem, or (Wi - Fi) network router,
etc.
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Be cautious about your wireless connections security:
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Set a personal and unique password for your wireless network.
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Disable broadcasting your network name (SSID - Service Set Identifier).
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Use encryption to protect your wireless network.
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Use only registered machines for your wireless network.
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Do not install software or run programs from an unknown origin.
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Check your accounts on a regular basis and contact the corresponding handling staff of
Ningbo Branch immediately should you encounter any difficulties or irregularities.
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Beware suspicious pop - up windows or any other doubtful channels. You should always
connect to the Mega Bank’s official website through typing the authentic website address in
the address bar of the browser or by bookmarking the genuine website and using that for
subsequent access.
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B. Handling E - mail
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Be alert for fraudulent e - mails. These may appear to come from a trusted business or
friend, but actually are designed to mislead you into accessing a fraudulent website and
disclosing sensitive information.
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Be suspicious of, and pay high attention to, any e - mail that contains an embedded
hyperlink or a request to enter personal information. Do not reply, click on the hyperlinks or
input any sensitive information.
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If you've received suspicious e - mails purporting to be from Mega Bank Ningbo Branch,
please notify the corresponding handling staff of Ningbo Branch right away. It is highly
recommended to follow the Branch staff’s instruction to treat the suspicious e - mail.
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E - mail attachments from unspecified or suspicious sources may be a virus or worm. Do not
open or preview any attachment unless you are sure it is safe.
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Do not send sensitive personal / organization or financial information unless it is encrypted
on a secure website. Regular e - mails are not well encrypted and may leak the information
easily as if it was a postcard under delivery.
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If you have provided sensitive information to a suspicious website, you should report to the
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police of the jurisdiction where you are at presence immediately.

If the website is purporting to be a Mega Bank Ningbo Branch official site, please also notify
Ningbo Branch right away.
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If you use a link in an e - mail you have received from Mega Bank Ningbo Branch, you may
verify the authenticity of the website you are accessing by checking the website SSL
certificate information, such as company name, URL, certificate issuer, validation date, and
encryption types, etc, to confirm that it is the website you intend to access.

8. BFRIR TP AT A DL BT BRI Ee ik 7 %05 ERE R S AR IR
Rl R VR S NE A LY JRE S KRS

Mega Bank Ningbo Branch will never send you an e - mail asking for your sensitive
information including account password, Global Electronic Banking password, any PIN of
ATM card / debit card / credit card or account balance, etc.
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If you intend to further acknowledge the genuineness of an e - mail or the contents thereof
you have received from Mega Bank Ningbo Branch, you may verify the authenticity by
confirming with the Branch’s staff by phone during Ningbo Branch’s office hours.
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Confirm the identity of the purported business partners by means of telephone or other -
than - email channel before making transfer payment and/or remittance to prevent fraud
from e - mail scams.
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C. Using Mobile Device
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Do not keep sensitive information such as your account number, PIN and password in your
mobile device.
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Install security patches and the latest software updates in your mobile device. Do not
download programs / apps from unsecured sources.

3. WHARTEA B ZE TG L NN # 5 70 / BANIK S B B ARAT (] 25 4
Ensure that no one is watching you while you key in your user identity / log - on name,
password or any other sensitive information.
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Always log off your online session. Do not just close your mobile device browser. Follow the
logoff instructions to ensure your protection.
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Set up a password or unlock sign pattern for your mobile device. This will help you prevent
unauthorized use of your mobile device and access to your personal / organization /
sensitive information in case it has been lost or stolen.
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Remove temporary files and the cache stored in the memory of your mobile device regularly
since they may contain sensitive information such as your account number.

7. BRI A R LR B RS 2 AR S 3 ) a2 ) Y s

Delete outdated and sensitive SMS messages if they are no longer required and clear the
browsing history regularly.
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Do not leave your mobile device unattended.
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Avoid sharing your mobile device with, or lending it to, the others



