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Dear Customer,
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[ Anti-fraud tips ]
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There have been many cases of phishing scams through emails and SMS where fraudsters disguise as trustworthy institutions such as
courier companies, government authorities, or banks in an attempt to obtain personal information, bank account, or passwords.
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Please note that we will never directly request our customers to provide sensitive information, such as ID number, mobile phone number, or
account number etc., through SMS or pre-recorded voice message phone calls.
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Stay alert when receiving emails regarding the change of payment details from counterparty and use alternative communication channels
(such as phone call) to confirm the email was truly sent by your counterparty to avoid the risk of fraud.
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Upon receiving any emails or calls that purport to be from Mega ICBC Hong Kong Branch, customers must always be vigilant and pay
attention to the following items:

o EHMREIRTF OG5  WBBARFERS - FHAIBAITIE -
Please check your bank statements regularly and contact us immediately if any abnormal transaction was found.

o FE)EME NIEBERVETIRITEAEN - EFERITEEVAIRE -
Do not disclose your internet bankmg credentials to anyone, including the staff from banks or government authorities.
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Do not keep account information in your device such as iCloud Keychain, Google Password Manager, or use any password saving or
auto fill function in the browsers
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Please make sure using a password different from other services. The login password should be changed regularly. Do not use ID
number, date of birth or phone number as your password.
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Only download and install Apps provided by trusted and verified developers from official Apps stores; evaluate Apps' requested
permissions carefully before installation; and maintain proper security configuration of mobile devices (e.g. disallow installation of
Apps from unknown source, etc.).
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Please do not reply any phishing SMS and suspicious e-mails, and do not click any hyperlink or open any attachment; please also be
alert to the phishing websites and do not provide personal data.
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If you receive any suspicious messages, please do not disclose your personal information, and immediately contact us: (852)2525-9687 Ext.
214, 228 or 237, or dial 18222 Anti-Scam Helpline of the Hong Kong Police Force,or visit "https://cyberdefenderhk/scameter of the
Hong Kong Police Force to query payee related information.
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