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Public Announcement
AT IR 2% FR S A S VE R SR A A, Do it f il s P S B I P 451 2K
JE=F R AR 75 I AT 72 LE R AL 48 DL R iR g 78 (Useful tips provided by Mega
Bank Suzhou Branch):
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A. Accessing Online Banking — “Global Electronic Banking”
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Safely log on to Global Electronic Banking by entering the official homepage of Mega International Commercial
Bank — “https://www.megabank.com.tw” into your browser, or bookmark the authentic website address for
future use. Do not use a website address or links attached in any suspicious e-mail or found through Internet
search engines to log on to Mega Bank’s Global Electronic Banking system.
2. WACRAEARIR SIS OL N IR ERMN E S . ARTEAT IR 0D (S ARRIRT ) BN,
UN/IRETEIRER (iR E R CN 6/
Ensure that no one is watching you while you key in your Global Electronic Banking password, any bank services
password (Personal Identification Number (PIN) inclusive), log-on password, verification
password, or any other sensitive information.
3. WHZRIRZ N Rl —H AR SN K 5 B .
Do not delegate multi-users to use the same set of Global Electronic Banking account or password.
4. BERAE R ERG RN R EICIE R RV Rk R, AZROCHN Y, NIRRT, B
IR 3RATF 2 3 ORI
Always log off your Global Electronic Banking online session. Do not just close your browser.
Follow the logoff instructions to ensure your protection.
5. JEFERRIFM AT HR RA S EOR IR MR G Rt H 8K 5 S .
Staff of Mega Bank Suzhou Branch will never ask for your Global Electronic Banking user ID and
password.
6. VIZNE AT SRR L RO B A o AT A BRI R 55
Do not use a shared computer or electronic device that cannot be trusted for accessing Global Electronic
Banking services.
7. AR NN 2 B O Bl B D53 B DR 22 S 7 0 SR S DATRB B A T SN L 26
WS R BCHTR B8 ORISR AEH, TE R T
Make sure your personal computer and electronic device have the most current anti-virus software. Anti-virus
software needs frequent updates to guard against new viruses. Make sure you download anti-virus updates as
soon as you are notified that a download is available.
8. HLAN /AL 5 Kk 8k B b AR FREAUN - NI T B 2R 45 ol A2 24 16505 T AT AT 5 5 T 8%
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Install a personal / corporate network firewall to help prevent unauthorized access to your computer system,
especially if you connect through a broadband connection, Wi-Fi, network router, cable or DSL modem.
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Be aware of phony “look alike” websites which are designed to trick customers and collect their personal
/ secret information. If you suspect a website is not what it purports to be, leave the site immediately.
Do not follow any of the instructions it may present to you.
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Clear your browser's cache and history after each session to ensure your account information is removed,
especially if you are using a shared computer.
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Use the latest recommended Internet browser version, or one that supports 128-bit
encryption. De-activate the "Auto Complete" function to prevent any log-on identity name, password, verification
code and PIN from being stored.
IR ORI B 3RAE R G0 S N 38 48 FH ol AE IR R T
Always ensure your operating system and browser has the latest security patches applied.
TR L IR0 R ShiAE RGN IR S0 S DhRE ol S I AT ] B X 45, K 7 2t
WA E (CTRZ) 2% A S I
Ensure the file sharing feature is disabled in your operating system while online, particularly if you are linked to
the Internet through a cable, DSL modem, or (Wi-Fi) network router, etc.
FER M R4
Be cautious about your wireless connections security:
o NN RSIAN NET
Set a personal and unique password for your wireless network.
o AERIREHMG LI URSGEERIRFT
Disable broadcasting your network name (SSID-Service Set Identifier).
o AEF IR BOR PRI RS IOk R 2%
Use encryption to protect your wireless network.
o ToZk B, A SR DU R R I ) TR M 2
Use only registered machines for your wireless network.
VI35 AN 0 44 B A% 22 e A B AT FR
Do not install software or run programs from an unknown origin.
SE IR AR S, A AR IR HE SO IR AN SR BT B, 1ESLED 505N AT A IR GOk 4%
Check your accounts on a regular basis and contact the corresponding handling staff of Suzhou
Branch immediately should you encounter any difficulties or irregularities.
/N A %TﬁmﬁﬁﬁﬁﬁM@Dﬁﬁ%%ﬁ?%%“Aﬂﬁ%é‘mymw%iﬁﬁEﬁMHﬁﬁ
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Beware suspicious pop-up windows or any other doubtful channels. You should always connect to the Mega
Bank'’s official website through typing the authentic website address in the address bar of the browser or by
bookmarking the genuine website and using that for subsequent access.
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B. Handling E-mail
1o /O B EHRVEVE B A, X MR AT e 2 thB AR E M) A w) BRI A4 SUEF R 1ELSEBR
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Be alert for fraudulent e-mails. These may appear to come from a trusted
business or friend, but actually are designed to mislead you into
accessing a fraudulent website and disclosing sensitive information.
2. NOARPATATEOH IE S BB SR s A N BURHE RIS, 1270 18] 5232 B, 4% FLIE A
1003 235 A A AT U
Be suspicious of, and pay high attention to, any e-mail that contains an embedded
hyperlink or a request to enter personal information. Do not reply, click on the
hyperlinks or input any sensitive information.
3. A TEWCEIMEE AR B DI R I3 M 704735 A I, 15 52 RIE RN A 73 AT 227 R HR 5%,
HEVURA AT B R Fa 7R b BRIZ R AT o
If you've received suspicious e-mails purporting to be from Mega Bank Suzhou
Branch, please notify the corresponding handling staff of Suzhou Branch right
away. It is highly recommended to follow the Branch staff’s instruction to
treat the suspicious e-mail.
4. VIZ) T A BRIREAS B R AT SRR () HL B, BT AT RE & A 7
E-mail attachments from unspecified or suspicious sources may be a virus or
worm. Do not open or preview any attachment unless you are sure it is safe.
P12y BEAEAE N 2% EALRATFT B SN N/ DU BRI 55 250805, BRAER N i) 22 42 )
— I BT R To N DhRe, AERX R i K MME e, o itkER kL.

Do not send sensitive personal / organization or financial information unless it is

?:H.U"

encrypted on a secure website. Regular e-mails are not well encrypted and

may leak the information easily as if it was a postcard under delivery.
6. T CLE ] 5% I ki 4 i 145 (1) SR Rt 1 B e J5 B 14 ML) S ¥ ke o I Xl {1
B NIRRT N AT B J7 Wk, JRE S RIEEA 3T

If you have provided sensitive information to a suspicious website, you should

report to the police of the jurisdiction where you are at presence immediately.

If the website is purporting to be a Mega Bank Suzhou Branch official site, please

also notify Suzhou Branch right away.
7. A BEAZAE IR T AR IR M 3 AT R H A AT F I T B 2 B e ok, G HAth [ T
IRV TE AL SO FERE W B AR TR PR Z2UETS, DU RRAT JC I T g0k 2
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If you use a link in an e-mail you have received from Mega Bank Suzhou Branch,

you may verify the authenticity of the website you are accessing by checking the

website SSL certificate information, such as company name, URL, certificate issuer,
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validation date, and encryption types, etc, to confirm that it is the website you
intend to access.
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9.

Mega Bank Suzhou Branch will never send you an e-mail asking for
your sensitive information including account password, Global Electronic
Banking password, any PIN of ATM card / debit card / credit card or account
balance, etc.

A 1A BB S IR AR FAR TR 7047 5 HE RO AT FL I, Bt DA L S P 2 R R T, 1

TR IPAT I3 Tk 1) A B SRAE LA

10.

If you intend to further acknowledge the genuineness of an e-mail or the
contents thereof you have received from Mega Bank Suzhou Branch, you may
verify the authenticity by confirming with the Branch’s staff by phone during
Suzhou Branch’s office hours.

T TR N/ BUEERHT, CLREBELAAMY 7 20, FlandEad i, ) AR Rk tk
PR —T7, ST HIESSr, PABGTE A 5

Confirm the identity of the purported business partners by means of telephone or

other-than-email channel before making transfer payment and/or remittance to

prevent fraud from e-mail scams.

W, FATsEREE
C. Using Mobile Device

DIZENL SR, Flanses . N AFRIR S Bk P SIS A TR E .
Do not keep sensitive information such as your account number, PIN and
password in your mobile device.

TR E 2w BRI LEof ERIE RS, ABLARIERIR N Bishd

Eﬁﬁo
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%

Install security patches and the latest software updates in your
mobile device. Do not download programs / apps from unsecured
sources.

T IRTE A R S HIE O TN P & 7 / NS 0 el A AT =5 B
Ensure that no one is watching you while you key in your user identity / log-on
name, password or any other sensitive information.
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Always log off your online session. Do not just close your mobile device
browser. Follow the logoff instructions to ensure your protection.
5. TIEMAT 3 B vOE B RS EE, LADT 1B T kAT 848 B miAT 3h 3 B
B AR L HAF IR AN/ DU/ BURER .
Set up a password or unlock sign pattern for your mobile device. This will help you
prevent unauthorized use of your mobile device and access to your personal /
organization / sensitive information in case it has been lost or stolen.
6. € JIE BRAT 2 B D) VA P e TR A s B SO R 2] DU RS R
] RN AV
Remove temporary files and the cache stored in the memory of your mobile
device regularly since they may contain sensitive information such as your account
number.
7. BRI R S R, BASE S IR ) N B il %
Delete outdated and sensitive SMS messages if they are no longer required and
clear the browsing history regularly.
8. VIZITSC il % B AN
Do not leave your
mobile device
unattended.
9. WML EM TAN, HEMAILE.
Avoid sharing your mobile device with, or
lending it to, the others.



